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Abstract  Although existing face anti-spoofing methods perform well in intra-domain testing, their performance
significantly degrades in cross-domain scenarios. Current cross-domain face anti-spoofing methods based on domain
adversarial alignment cannot guarantee that the alignment task directly serves the classification task since the
alignment and classification networks are independent of each other. We propose a domain adaptation for face anti-
spoofing method based on domain invariant liveness features dual disentanglement and progressive adversarial
alignment. Firstly, the source domain features are heuristically disentangled into domain specific features and domain
invariant features. Then, the gradient of classifier is used to perform a second disentanglement of the live-related and
live-unrelated features in the domain invariant features. To alleviate optimization difficulties during training, a
curriculum learning method is adopted to progressively align target domain features and the combination of live-
related and live-unrelated features, gradually increasing the proportion of live-related features, and enhancing the
correlation between the target domain features and face anti-spoofing task. From a causal perspective, we provide an
explanation for the liveness alignment domain adaptation. Experimental results on CASIA-MFSD, Idiap Replay-
Attack, MSU-MFSD, and OULU-NPU datasets demonstrate that the proposed method achieves the best average
HTER value of 22.5% compared with ten existing methods and the current state-of-the-art performance on four
evaluation protocols. Especially the HTER values of I-M and O-M evaluation protocols achieve 12.4% and 12.8%,
respectively. The proposed method can significantly reduce the error rates of the model in the target domain and has
better cross-domain generalization ability.

Key words face anti-spoofing; domain adaptation; dual disentanglement; domain adversarial progressive alignment;

curriculum learning
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Fig. 1 Comparison diagram of different alignment strategies
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Fig. 2 Pipeline of DDCL method proposed in this paper
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1o P O 55 TR R 0 O RN SRR AR 4 5 X 5%, e
¥ 728 S AN T S R A O AR i o 5%l e T R
B, B e s iRl A s 5 | A BB R R 7, A5
TR Y PR SR T AN P2 048 5 A, DAL T A A H
P B B8 I 5 R0 554 95 A B0 S, A AR Y £ Ak
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3.1 HIEE

A SO NI SR VER AR 32 {4 AT
# 4 4 47 003 . CASIA-MFSD (C), Idiap Replay-
Attack(1), MSU-MFSD(M), OULU-NPU(O).

1) CASIA-MFSD™, i 50 PG 2 & 5 5 5k, 3
T 600 A AL 12 BCHE B2 AR T A RIBLAAR (9 N 1
BEAFE, Hh G EEE R T 3R
TRAT A O A8 ARG WA, 3 12 A0 (R iR
FLFE 56 #E 1)F- J | iR IR AR TG L 12 IR
W 1) 1 A o LA A A% o R A e <

2)Idiap Replay-Attack™. Hy 50 7~ & 5 5 %4l
I3t 1300 4~ 5. 3 B AR B 320%240 43 BE R 1Y
MacBook I 1 0 4 #5453k 78 2 Fss 00 T 148, B 5
B — RO BRI 5 Y [ 22 S5, DA ST S R R
F AR BRI Y & % 5. i I £E fiE PowerShot 1 5%
PGSR AOEE = AT BRI AT, S8 5 18 F iPad 1(1 024x
768) Fil iPhone 3GS(480x320) #EAT [l ik, I 4TENLE4L L.

3)MSU-MFSD™. W1 35 A& 8 & 2 55l it
280 /> F AL . 3 26 WA 43 1 A BE 3R 640480 Al
720 480 Y 2E 10 A H G AR Sk R e T AL AR 15 Sk 40
. FBA AT B IR 7 ok A A A 2 RS TR
B A it

4)OULU-NPU™. Hy 55 I~ & 5 5 5%, it
4950 N AAT . 33X L AT ] 6 KRS BN 15 A% 1 i 4R
183k, 8 3 BN [RGB S 40 R 5 s A . Bk

Yy 25 AU AL 6 T BN BR 5 g < A0 A o ik e o,
2 BANE BT ERALAN 2 5 AN [F] A S s 3 #5 E 47 ks
32 SEHIAET

F= T P45 K F ResNet50, 7302588 B2 52 2,
By N\ 4 R R (1024, 2), H B 3 2 4
FEZ, A 4E 2 5 1 (2, 1024), (1024, 1024)
(1024, 2). Ja BN TR B2 2EEZE, R5F
(2, 1024). Batchsize K/ 2hy 36, & HIBEALES T %
BPARARRERL, WG 2 2R e - 3, Wi RER &
h 5e — 4. it F MTCNN A A6 1000 455 784 XoF Ji 4y 400 431 450
it B AT NG X3 0 A R R BT, R R R i R/
k1 256x256x3. 7E PyTorch TR FE 2% > HESE | 17 5 5%,
= L6 {4 i &4 Intel Core i7-7800X CPU £l NVIDIA
Tesla A100.
33 EMIERR

i FHE R R 5 HTER 1R i dadn, TR A =8
FAR+ FRR
— - (18)

Horp, FAR 5 R 52 38, 2 W IR e 4 i 10 0
RAIG A HE R FRR JE A5 TR 4R, R R 16 K A
J T AR R o B LR S SR, HTER /)N, T ASS A0
RE LT
34 AREFEITEE

T R BT B O B A R R S i, 7R CL L
M, O 4 P Ecds 45 L BEHLIEE 2 A4 Fhodh 42 43 Wil R R IR
B ARG, AT E &N 5L, W C- I P E R
AN CONEIH 1T Bhrdk. h& 197 0L, 584 10 #
D7 A, A ST $E DDCL J5 iR 7E 4 AP HR 1y
KB T YT S KT, ARG fefE HTER 45 4L, JUH 2

HTER =

Table1 HTER Comparison of Different Methods

#&1 AEFHZEK HTER 3L %
Tk C1 Cc-M c-0 I-M I-C -0 M-C M-I M-O O-1 o-C o-M FEIE

KSA™! 39.3 15.1 333 12.3 9.1 349 24.0
Yang % 492 18.1 36.7 39.6 49.6 49.6 40.5
DRCNH! 44.4 27.6 42,0 48.9 289 36.8 38.1
ADDA"" 41.8 36.6 35.1 49.8 39.0 352 39.6
ADA™ 17.5 93 29.1 30.5 41.6 29.6 17.7 5.1 31.2 26.8 19.8 31.5 24.1
DR-UDA"™ 15.6 9.0 287 29.0 342 385 16.8 3.0 302 25.4 195 274 23.1
DupGAN™! 424 334 36.2 46.5 27.1 354 36.8
De-spoof™ 28.5 41.1 34.8
Auxiliary"” 27.6 28.4 28.0
STASN™" 315 30.9 31.2
DDCL 24.6 122 22.7 12.4 36.2 32.0 228 20.0 23.0 283 224 12.8 225

TE: MR Rz ST iR, PRI T IR E R,
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£ I-M, M-0O, O-M iX 3 /M IFEr 1 /) HTER {8 53 5]
H 12.4%, 23.0% F1 12.8%, TEfe 53 mil & 10 Fhxf ey
B i B £E 7775 DR-UDA 16.6 1> 43 A, 72 4 H 4
5146 A E 4 RIEEAT LUE ), 78 M-LIPE B
|- #) HTER {4 & T DR-UDA J5 3% 17.0 1> 1 43 5, 13
A KRB EE T2 ] SRR 36, A ST $& DDCL Jr i
TE 1240 W 2F B 3 B R4S T 22.5% 1Y 5 £E 1 38
HTER {ii, PEBENE # H DR-UDA 757 0.6 4~ 1 23 15, L
37 5 2 2 i 25 B A L SR Y SE 4 ), fiE R
AR AE HARE B i 5 1R 232, B B 4F 00 5 8z 1k
fE 7.
3.5 HBLLIS

AT AL 4 T T R SR DL 5 T 4 7 s b A&
ARG A AP, LA I e SR | i R X 5
T3 2 X FFRE AL & 5 LA AT S HO TR
3.5.1 i SRR Y 5 e

T R R K A R S 00 4 S 0 52, 3

22 ¥ T 190 45 6 V5 3R A i A A S8R DG RN T 6 2 B
FRAE, DLW R A B TR I Z5. 32 2 45 Hh 2 A fif
FAE K XA 7 2 S e 25 21 g & = 1 o7 3
HTER fH# JC i & X #E R AR 3.0 A1 43 i, m) DLl
F i & =i R AR 25 4 S B R M R, 7F 1M, 1-0, M-C,
M-I, M-O, O-I, O-C, O-M % 8 /™M PF i I () 45 4B
T A & S 25 1, o R M 5 o-
C MM PE M b B2 T 3R 5 B &8, HTER {i 53 31 B
118 N E 23 55 13.5 4N E 43 5. B AE C-1, C-M, C-
O I 1-C iX 4 ANIPEPR L 1, I & XA R 0 245 SR AN
mIoiE kAN, AW HTER 26 il 5.1 41
B 8 oA R, o] BB C BE 4R 1 RS AU
i 55 Al K i A A BE IS 28 1, B008 3 5% A R 1Y
RCR I AR B . WL, 5 & e S T
PRI 5 H AR I BR RS 22 5 B 8 (RIAS [ 8 2 1)
FEAE B A B 0 25 5 0 J0AH DG RRAE) 1 380 1 3 B A
FIRVEAE 55

Table 2 Influence of Heuristic Disentanglement on HTER

%2 B&XMEEx HTER B %o
fifF T = C-1 Cc-M c-0 I-M I-C 1-0 M-C M-I M-O 0-1 0-C o-M FHE
HIGk 24.6 122 227 12.4 36.2 32.0 22.8 20.0 23.0 28.3 22.4 12.8 225
FEY 3 23.9 71 18.9 24.2 35.0 38.6 24.8 227 242 34.7 359 15.4 255

T IR Rz U A SR A5 R

H T AU 2 E %A BT & R,
7E O-1, O-C 5 O-M Ml P Pp Y | S5 1 AN [a] 4> By -+
W 4% Xof 245 S 1) £ T, T 28 B0 43 il 2, 3,
4.t 3 mTA, B O-C MISEHMS i A 4 A7 N 45 A1
BT AR A & 2R (3R 3 b 7 M 45 B ol 0) i
Y HTER (A Fr 8 b, At 22 51 9 24 fif 8 5 56
S5 R T IC R K A AS, JUH O S T W 8 B
30, X 3 AN PE BN ) HTER 5 ¥ 9 fedd, W&
T HCE Y 22 T T W 45 6 T U 56 L S K iR
E1EH.

ILAh, R T i — 0 B 2 T W 4K R 68 A SR

Table 3 Influence of Multiple Sub-networks on HTER

x£3 ZEFMEI HTER KA %
ERLES & 0-1 0-C 0o-M
2 29.6 29.8 15.0
3 28.3 22.4 12.8
4 33.0 37.1 152
0 347 35.9 15.4

TE: M E T FmiZ s R A5 R

SR DG R AR R T O R AR, 43 33T X 2 FhREAE
FEDR IR H Ar Bl 2z 18] 1) e K B8 25 5, MMD 22—~
7 5 AN [] o3 A 22 18] 22 53 1% 2 52 07 X, MMD {88/ )
A3 A 22 18] B 25 SN R 4 Sk IR 12 AN B
WHEAT 4 20, X T BE A TR B 3043 590 i % DI 5 i I
A H A R 8] 9 38 SC R AR B MMD AR Akt 26, DL &
W35 10 TG SC R AE 1Y MMD A8 AL 4R, T 4 v sl A G 4%
fEARIE R spe H LA 2 3R, 30 CAFAE %12 0 inv
HUASEZ R, Horr, 8 A7 FR s b B0 AH SC R AE 1Y
MMD {HZYHE 2~5 Z 18], 1 12 AN PF B8 % ek e
KRR B MMD (E 378 0~1.5 22 8], ] 1 46 [a] — 0
PR b B O R AR 5 BTE OC R AR Y MMD {8 25 585
9, ) B & B[R] — U5 3 98 6 R AIE , MMD
{ELAH T, 3R W 22 5 0 2 ] LA R0 A 8 s 05 S
H AR 3 AT 19 38 T8 SRR
3.5.2  PRAR T i 0 SR R s e
FA4JER T AT 5577 252 m, L DANN
AN HEAT I AR AR i R, A R SR AR SRR AR B
F 308 2ok X PN 2 0 Oy SHE AT X 5% 1 RAE DG XT3 R
FEXT BT 54 8 H bR SRR AE A 5 U5 50 3 R AH G R
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——C-1 —1-C
5 ¢ N C-M St e, —I-M
- —C-0 --1-0
4 # - spe 4t ‘o, ---spe
—inv L NN —inv
Q % S "R .
S 3 5 - * s 0o L miad
N y--® N AN A N %
2 ¢ 2r ¥ \ ‘:\; -
1t 1t ) *
0 2 4 6 8 10 0 2 4 6 8 10
ik IR
(a) VEIRC H H b538053 73 01 M, O (b) VEERLH. H F5453-51 8 C, M, O
——M-C 0-C
5 M-I 5 e 01
4l -o-M-O n . -e-0-M
---spc ---spc
Qisl " L. —inv Qiat o - —inv
§ W e . ‘ ) § e PEER R I
2t . e Ta- 27 *
b .
1} . . 1}
0 2 4 6 8 10 0 2 4 6 8 10
IR i
(c) VRIM H. H 538073 I RC, 1, O (d) V530 H. B F535r A RC, L, M
Fig.4 MMD variation curves between source domain and target domain during training
4 YNZRBTIEEFN H ARiliE] 09 MMD 7B Ak itk
Table 4 Influence of Feature Alignment Patterns on HTER
x4 FHEXFFHAIT HTER K540 %
x5 c-1 c-M c-0 I-M I-C I-0 M-C M-I M-O 0-1 0-C 0o-M SFH(E
DANN 222 17.3 19.8 25.6 56.0 43.5 33.7 26.0 19.8 254 28.9 23.2 28.5
T A G 21.5 22.7 19.4 225 52.9 403 39.4 228 19.0 26.9 28.4 28.8 28.7
TRARTE 222 203 21.9 27.8 36.6 30.7 33.1 30.0 23.7 36.2 29.1 11.9 27.0
DDCL 24.6 12.2 22.7 124 36.2 32.0 22.8 20.0 23.0 28.3 224 12.8 22.5

TE: MBS Rz s R AR

IR 55 3% 142 T 5 X% 55 ) Sk 78 X BT 25 4 7 B bR B
REAE AL V5358 37 R I SRR AIE 47 X 5%

1 %% 4 A0, A ST EE DDCL 7 55 Hofth 3 ffoR
K HIURFR 2% 2 By %) 55 07 XM 1L, 78 C-M, 1M, 1-C, M-
C, M-1 5 O-C iX 6 MMIF UMY ik B4 R, L H
J& C-M, I-M 5 M-C 5 BLEE PR AH R 55 5 =0 KR
FE M, PEREIR TH L 10.0 4N 40 . W14 HTER
{7, DDCL *1 5% 17 U e AR 45 2, 4374 DANN,
T R AR S X 55 L I R TG 6 X 5% 3 Bl R SR R 2
%t 5 07 RAERE ST 6.0 4T 43 £, 6.2 4N
545400 50w R ETERAR SR 578 C-1, C-0 § M-
O M5 TR F HoAh oy =8, (AR BIFA T B B, 5
DDCL £ AE 32 FHY MR T 4.0 A1 20 455 [ I 3% 4R A 56
X FF I C-M, I-C, 1-0, M-C 5 O-M 1 fig F /™ &, Ji
HIE1-C, M-C 5 O-M %5 4% DDCL PERE T B 248 i
16.0 4~ B 43 a5, TRV 2 3, 306 44 TG 56 % 5% Oy =X 3 i B

R O JC R X 55 07 X, BURTE 1-0 il O-M | Bt
7 SR, A5 DDCL Pk g 22 5N B 3. Th A
TG e Xt 55 77 W) HTER BE I 25 %8 Uk A8 4k il 26 an 14 5
JIE 7R, AT LI A T 56 X6 3 R 43 A U 25 0 S5 ) B B
HAG A fp- 5 T (EL B 25 I 25 00 3% AR, HTER B sh ik,
FEAEZ A b TR a 3, RIS R TC G RHE 5 7 25 4E
55 M ME AR, BEAh, & 6 M AT LB Y i
PR FRREMARXIREL, EARBRTHE
SENE R T 4. R e MOk U, 5 H A 3 Rl OR SR
PRAR 2 2 B X 55 07 A L, 51 AR 2% 2 9F 47 i F
URRIE RS 55 19 A 85 45k 3
3.5.3 X SFFRHE AL A 5 3 s

X LI GIE A [ A AL G T 2O e 28 5 R 5 )
FEH SRR S i P WA IS R A L G
K B RRAE B T X e 2B R 7 AR R T YRR 3% S T L
TR, BRI IE 52 ALK 3 Rl A 5 28
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N
I PP Sl e W
[ S * <
= I R e 8 30+
5 30 TR 5
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25} . ol S SR
20 o/ * oo
. . 15 L.
0 2 4 6 8 10 0 2 4 6 8 10
IR IR
(a) PEIRM H. H AR5 3AC, 1, O (b) P50 H. H b#3i 3558 C, L, M
Fig. 5 HTER variation curves of different training epochs in live-unrelated feature alignment
5 IEATESRRHEXS FE A I ZRAE ) HTER “E AL 2%
(a) -M(DANN) (b) C-M(DANN) (c) -M(DDCL) (d) C-M(DDCL)
Fig. 6 Heat maps comparison of different feature alignment patterns
K6 ARMFAEX 7 2T X L
Table 5 Influence of Weighted Combination Methods on Ty et g5 S RS, A e/ T (4R A v B
HTER S AR /N 4 i 159 R A T2k /U1 5 A 3
5 A& T3t HTER K220 % 2 5y N T o
RS IWUAEFHR HTER H%H RO RFR T R IEAT R H W 45 R 1M, 1-
MR WM Y0 ML MO 01 OM 0 M-0 5 O-Mk 4 MMIFHNL AT R # . 4
Ltk 7 -
23 12.4 32.0 20.0 23.0 283 12.8 Q&%Eﬁﬁ[}
ity 6.5 379 20.0 31.5 25.0 14.2
E% 20.7 32.0 20.2 30.5 23.9 133 Table 6 Influence of Weight Parameter Calculation
e M FOR LT 1RSSR Methods on HTER
e X . *6 WMESHITEAXX HTER KR %
7 6 AP L HTER {8, Horp 26 PEmAs 5 an r—
} o ) = M 1O MI MO Ol OM
AV 7R, ZWNALS IE 52 A 5 =k (19) 5
. T 124 32.0 20.0 23.0 28.3 12.8
it ( 20) FJ?ZR n/N 19.1 34.4 11.8 32.7 19.8 235

S = (1-0%) X frg + @ X fros, (19
Jai = (1 =8IN@) X fiiep +SINA X fros. 20)
B35 5 AT, 3 R Ay S A R A5 R,

Hp £ PN ALEE 1-0, M-I, M-O 5 O-M 3% 4 4~ 2F 5
AR ARSI, A RO R, 2 IR TR R AR
A8 LA AN [) 11 356 4K TG G R I A FH G 7 AE 43 A1 EL 41,
LM AR — P 5 ¥ 4 i A D =X, 7E 6 4~ T
P B 45 SR AR A R, AR SO R AR
3.54 MESHGHE MR

6 45 I FRIE AL A P AL S 5 e AN TR

T BT R I IO A R AR R

RSO H — o A T PR 5 T 0 AR A i a2 O
A JC M B B 3 R RO VE T i, al e s
5500 e B BE I AR R AR AL, 4R U (R A 5 S T
AT R, AP ¥ a2 o eI R SR, K e Jel e i
lia) PRI 55, L 42 T IO AR 4 A bR SRR AR SN R K
VEAT 55 (A G, R) i sl e e U A X S 7 4 2
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W S A 3 18 3 R SO VEAT: 55

5 BA SCHERIY 10 R J7 ¥ 5250 6 L AT 1, DDCL
D7 RAERAG T BV HTER 1B, (LR TEFTA I 5
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) HTER 8 b5 8RB 25 0], J5 22 TAEH %
JESE T 5 vk Y s BRI Iz A e D), AR H T
F- T E Y — S S 80T LA ok 45 1 245 310,
A i RS 5 AL R KCSE T A A G, SR e D Y R
Z40, DA T o7 FH A St 2 1 ) 295 A5 U i BURR AT
ik — 2 3¢ 15 DDCL J5 ¥ 76 T A I 7 Up s i) 85 B0z
fe P BE. 2R o T 4F th ] 5 SRR 2 o 76 R 45 i 10t =X
X 55 B SR B 5B A N RO VE R AL o 5 g X
FF 2 AN B 2 8] 0 T RORE DG AR ., AR A5 T @ A 0 T
(Rl E R Ry TN | D9 G B ST A= RN
AR e s A 20X 4 I RE T, i — 0 4R TR AL )z b
PR S HEE.
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